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Secure data at every level

Security features of Anybus Edge

service attacks.

interfered with.

@TLS data encryption - Protecting privacy and data integrity with strong encryption means that data gets to where

it needs to be without being manipulated.

@Standard port usage - The device pushes and pulls data utilizing the outbound HTTPS connection enabling easy

integration with standard firewalled environments.
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Protecting the data on the journey between the factory floor and the enterprise software is only part of the story.
Device and data security is an ever-growing concern in our day to day business. True security must be present at
every level in an end to end solution. It would be no benefit to encrypt the data transfer if the value in the payload is
already compromised. Data must be handled with care from the point it enters a system until the point it leaves.

E_ @ irewall, OpenVPN & password protection — Controlling access to the devices is paramount in security. Access is
E]’_ not just about stopping connections but also ignoring them completely - to not be brought down by denial of

@Root access authentication — Controlling the root access to a system ensures certain routines can never be
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Electromagnetic RF fields

Fast Transients
Surge protection
RF conducted interference

Emission (at 3 m)

Single Pack Accessories

Installation sheet

SECURITY

Encryption

WLAN/WIFI

Standards

Modes
Security

Antenna interface

PROFIBUS

LED indicators
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IEC 62368-1
24 VDC - BL 3.50/03 #&#38 +- 15 %
<04 %
=
260
0 £ +55°C(+32 & +131 °F)
-20 °C # +60 °C
5 % £ 85 % HENRE - F2%
553
+-4 kV ## - +-8 kV &R EN 61000-4-2
10 V/m 80 MHz - 1 GHz EN 61000-4-3
3V/m 1,4 GHz - 2,0 GHz
1V/m 2,0 GHz - 2,7 GHz
+-2 kV DC, +- 1 kV signal EN 61000-4-4

+- 0.5 kV CM / +-1 kV DM on DC, +-1 kV signal EN 61000-4-5
10 V/rms EN 61000-4-6

0.15 MHz - 0.5 Mhz EN 55016-2-3
40-30 dBpA/m (QP) 30-20 dBpA/m (Avg)

0.5 MHz - 30 Mhz
30 dBpA/m (QP) 20 dBuA/m (Avg)

TLS 2.3

IEEE 802.11 a/b/g/n
Dual band (2.4 GHz, 5 GHz)

Wi-Fi client
WPA/WPA2-PSK

SMA female

Available on the front of the product indicating Module Status and Network Status of the
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PROFIBUS network. .

1 x 9-pin D-SUB female connector
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