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Security features of Anybus Edge

E_ @-irewall, OpenVPN & password protection - Controlling access to the devices is paramount in security. Access is
not just about stopping connections but also ignoring them completely - to not be brought down by denial of
service attacks.

@Root access authentication — Controlling the root access to a system ensures certain routines can never be
interfered with.

@'LS data encryption — Protecting privacy and data integrity with strong encryption means that data gets to where
it needs to be without being manipulated.

@Standard port usage - The device pushes and pulls data utilizing the outbound HTTPS connection enabling easy
integration with standard firewalled environments.

Manage your devices to be ready for the threats of tomorrow
* There exists an ever changing landscape today in the world of security. With our new-found access to global libraries
* * of features and software, we must be prepared to maintain the integrity of a system by keeping it up to date and
‘ protected from threats. The largest security threat to any system is an out of date device with a known vulnerability.
The concept of a fully hardened device that will be able to survive in the field without updates and feature
enhancements is already a debunked myth. By providing all levels of update capability, the Edge system is designed

to keep you protected into the unknowns of the future.
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THERIBENGEEMIER =
FENE +-4 kV ## - +-8 kV E&R EN 61000-4-2
Electromagnetic RF fields 10 V/m 80 MHz - 1 GHz EN 61000-4-3

3V/m 1,4 GHz - 2,0 GHz
1V/m2,0GHz - 2,7 GHz

Fast Transients +-2 kV DC, +- 1 kV signal EN 61000-4-4
Surge protection +-0.5kVCM/ +-1 kV DM on DC, +-1 kV signal EN 61000-4-5
RF conducted interference 10 V/rms EN 61000-4-6
Emission (at 3 m) 0.15 MHz - 0.5 Mhz EN 55016-2-3

40-30 dBpA/m (QP) 30-20 dBpA/m (Avg)
0.5 MHz - 30 Mhz
30 dBpA/m (QP) 20 dBpA/m (Avg)

Single Pack Accessories

Installation sheet

SECURITY
Encryption TLS 2.3
M-BUS
Connectors BL 3.50/10 connector
Speed 300 - 9600 bit/s
I/0 data 4096 values
Number of slaves Up to 64 devices
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